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and information becomes secure

SONET/SDH Encryption —
High-performance data encryption for
SONET/SDH Networks!

Point-to-point Layer 1 SONET/SDH
data encryption using AES

100% encryption performance and minimal latency < 1ps

Easy network integration into existing STM-64 SONET/SDH networks
Central configuration, administration and monitoring

Developed and manufactured in Switzerland

Modern high-speed backbone links are generally based on synchronous
SONET/SDH networks. The area of applications of SONET/SDH links with
transfer rates of between 155 Mbps and 10 Gbps is constantly expand-
ing. What is often overlooked in this process, however, is the fact that
such networks can be tapped and manipulated easily. If the confiden-
tiality, integrity and authenticity of information are not fully guaranteed,
users of this otherwise revolutionary technology are exposed to a threat
of possibly existential proportions.

The only reasonable and reliable measure for protecting information and
for meeting existing compliance requirements is to encrypt such infor-
mation at the point of entry to the public network.

InfoGuard provides a protocol-transparent encryption solution for all-
round secure information exchange over optical SONET/SDH links.






