Comprehensive protection on the application level
phion airlock
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As the only web application firewall on the market phion Airlock covers the entire spectrum for
protecting and optimising complete web environments. Web applications can be provided directly

to customers, partners and employees with differing authorisation levels. The combination of web
applications security, single sign on and SSL-VPN access provides the best possible flexibility at the

highest security level.

Multi level filtering
Dynamic white listing
ICAP content filtering
SOAP/XML filter
Access control & SSO

Extensive authentication methods

Multilevel Filter Concept

phion airlock eliminates dangerous requests to applications, thus
protecting against known threats and even threats unknown today.
Numerous filter levels prevent malicious and illegal requests at

all levels. It is not necessary to maintain thousands of signatures
and filter rules. phion airlock dynamically adapts to your Web
environment and protects the applications proactively.

Comprehensive Access Control for Higher Security

With its preceding authentication enforcement phion airlock
enables centralized access control separated from the business
logic. This increases security while reducing costs. Only
authenticated and authorized connections are permitted to the
relevant application servers. Existing directory services can be
smoothly integrated. Identity management for Web access is
provided efficiently.

Easy Integration

phion airlock is placed immediately in front of the Web application
servers and inspects all requests and data. The web application
firewall integrates into your DMZ without you needing to relocate
existing systems or change your network architecture. A seamless
connection to surrounding systems is easily possible due to
standardized interfaces.

Application Delivery

As preceding Web application firewall, phion airlock not only offers
security advantages but also increases the performance and
availability of Web applications. At the same, phion airlock adapts
itself dynamically to application demands. High availability and
short response times are ensured for all applications centrally.

Easy Integration & Administration
High Scalability

Reliable Monitoring and Reporting
Application Delivery

Flexible Integration due to Service-Oriented Approach

Detailed Analyses and Evaluation Facilities

In the utilization of Web application firewalls monitoring rep-
resents an important component for the optimum settings of
protection mechanisms as well as for the analysis of the entire
Web environment. Based on the most diverse data sources, phion
airlock consistently provides critical information on request
structures, security setups, violations of filter rules and much
more.

Unified Management

All applications and their security policies are managed centrally
via the phion airlock management platform. The Web applica-
tion firewall itself can be operated easily and efficiently as an
appliance. At the same time the administrator is provided with a
comprehensive overview that gives him complete control of the
system.

Flexible Integration due to Service-Oriented Approach

You can now benefit even more from existing systems such

as user directories or antivirus gateways with phion airlock,
extending their use. Surrounding systems become connected via
standardized interfaces. This increases both - the flexibility and
investment protection of the entire Web environment.
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